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Abstract— Bare machines enable clients and servers to 
communicate without using an operating system or kernel. We 
describe the design and implementation of a novel UDP-based 
protocol for communication between a bare machine Web server and 
client using HTTP. The protocol is simple, easy to code, reliable and 
inherently secure. We include code snippets to illustrate unique 
features in our approach. Results from preliminary measurements 
are also given to demonstrate the potential performance 
improvement due to using UDP instead of TCP. 

Keywords—bare machine computing, bare PC, UDP, 
client/server communication, Web server, Web client 

I. INTRODUCTION  

Bare machine computing (BMC) has two distinguishing 
characteristics.  First, the computers are bare without any hard 
disk or resident OS or kernel. Second, the programming 
paradigm is different since a given application suite and its 
programs directly communicate with the hardware. BMC 
applications and their system aspects are integrated to run as a 
single program. For example, all the network protocol and 
device driver code are integrated with the BMC application 
since there is no separation of user space and kernel space in a 
bare machine. BMC systems thus provide a simple OS-free 
environment to test novel network protocol designs. 

Most applications today use TCP connections for 
client/server communication. TCP provides reliability (via 
connection establishment and closing, sequence and ack 
numbers, re-transmissions, and transmission timeout) flow 
control (via sliding window and window advertisements); and 
congestion control (via additive increase, multiplicative 
decrease, and slow start). For security, TCP connections use 
TLS. However, TCP introduces additional overhead, poses 
numerous complexities, results in a large amount of code, and 
makes debugging difficult. Previously, a TCP-based bare 
machine Web server was built to run on a multicore architecture 
[1]. Motivated by TCP-related design issues identified in that 
work, we simplify HTTP-based client-server communication 
between bare machines by using UDP instead of TCP. While the  

 

QUIC transport protocol uses UDP to provide similar services 
to those offered by TCP and TLS to applications and higher 
layer protocols such as HTTP/3 [2], HTTP over UDP on a bare 
machine is a customized minimal design that has no relation to 
QUIC. 

BMC systems have some similarities to systems for 
application-level hardware resource management [3], library 
OSs [4], OSs for embedded wireless sensors [5], high 
performance OSs for virtualized environments [6], systems for 
improving buffering and caching performance [7], toolkits for 
building OSs [8], scaled-down Linux systems that run directly 
on the hardware [9], OSs for low-power devices [10], and 
multicore architectures designed for high performance [11]. 

Many BMC applications have been previously built. 
Examples include a Web server with Ethernet bonding [12], a 
TLS mail server [13], a peer-to-peer VoIP system [14], a mail 
server with SQLite [15], servers that split the TCP protocol for 
high performance [16], a text-based browser [17], and a Web 
server for a multicore system [18].   

BMC applications are multi-threaded enabling them to 
perform well. Additionally, there are no vulnerabilities due to an 
OS. The programs are small in size and only features essential 
to a given application are supported. There is no external 
software needed and the user controls the BMC application. 

The rest of this paper is organized as follows. Section II 
describes the integrated TCP and HTTP protocols as usually 
implemented on a bare machine. Section III describes the 
integration of UDP with HTTP. Section IV presents the server 
and client design. Protocol implementation is detailed in Section 
V, testing and evaluation results are given in Section VI, and 
Section VII contains the conclusion. 

II. INTEGRATING TCP AND HTTP 

The original bare machine Web server runs HTTP over TCP, 
where internally the protocols are integrated with the application 
as shown in Fig.1 to provide communication between client and 
server. As the BMC paradigm has no layering, integrating all the 



necessary modules including IP and Ethernet protocol is easier 
than in a typical conventional system. Notice that the three 
phases in the TCP protocol (connection, data transfer and 
termination) are as in a conventional system. 

 
Fig. 1. TCP over HTTP on a bare machine. 

The SYN, SYN-ACK and ACK messages are used to 
establish the connection as usual. An abbreviated FIN-ACK and 
FIN-ACK-ACK exchange is used to close the connection and 
speed up the process. A bare machine TCP-based Web server 
creates a TCP state table (TST) with a unique entry for each 
client’s request based on a client’s IP address and port number. 
The interactions between a client and the server result in state 
transitions that are captured in the TST table and help to 
complete a client request. Reliability of the data transfer is 
achieved by providing retransmissions and keeping track of 
sequence numbers and acknowledgements.  

Each client request also requires a new thread to track its 
state transitions. In the bare machine Web server application, a 
process model is used as shown in Fig. 2. There are three types 
of tasks in this system. The Main task runs all the time in the 
application. When a packet arrives, a Receive task runs to 
process the request and carries the single thread of execution 
through Ethernet, IP, TCP, and HTTP, and updates the TST. 
Control returns to the Main task after the packet is processed. 
When a GET (HTTP request) arrives, a separate HTTP task is 
created for each request and it runs until the connection is 
terminated. However, this task goes through many state 
transitions due to TCP and results in a complex implementation. 
The size of the TCP code in a BMC implementation using C++ 
is 5800 lines not including header files, and Ethernet and IP 
processing. The bare machine Web client is built by using the 
same Web server design as above, but by reversing the roles. 
This Web client does not have any graphics capabilities as its 
main purpose was to stress test the bare machine Web server. 

 
Fig. 2. Process model using TCP. 

III. INTEGRATING UDP AND HTTP 

Fig. 3 shows the message exchange for the integrated UDP 
and HTTP protocols on a bare machine. The integrated protocols 
enable the client and server to communicate at the application 
level. By providing reliability at the application level via UDP, 
the complexity due to TCP is avoided. While this application is 
implemented at present on a bare machine, it can be adapted to 
run on conventional systems at the cost of incurring more 
overhead due to the OS. The basic design features in this 
application could also be used in future for implementing the 
QUIC protocol on a bare machine. 

Once the server receives the GET request from a client, it 
sends a GET-ACK which includes a data header and ack. The 
data header consists of 16 bytes as shown in Fig. 4. This data 
header consists of a request id, CPU (core) id, size, and the 
number of packets. The 16 bytes are part of the UDP data. The 
request id is unique and generated by the server to track requests 
received from a client. The CPU id is a unique id for a given 
processor or a core, which is relevant for multicore 
implementations. At present, this field indicates the core that is 
servicing a given packet. It can also be used for other purposes 
such as load balancing or failure reporting of a core. The size 
field indicates the total size of the requested file. The #pkts field 
shows the number of packets that will be transmitted by the 
server to a client. After sending the GET-ACK, the server sends 
the requested data, one packet at a time. Each data packet also 
carries a data header in addition to data. The size field in this 
data header indicates the size of a given packet and the #pkts 
field indicates the number of the packet that is being transmitted. 
The client also sends data acks with a header and an ack. In this 
case, the header field size indicates how much data has been 
received and #pkts indicates the total packets received. After a 
client receives all packets and data, it will send a last ack, which 
also has a header and an ack. The size field in this ack indicates 
the total size of data received by the client and #pkts indicates 
the number of packets received. 

The data header has a request id and CPU id fields in 
addition to the other fields. The client does not add any header 
field when it sends a GET request. All other messages carry a 
data header. The server header fields request id and cpu id in the 
GET-ACK are saved at the client for each request. These two 
fields must be returned by the client in every message sent to the 



server. When a packet is received at the server, these fields are 
checked. If they do not match, the server will reset the client due 
to the error (this is not shown in Fig. 3). Note that the size and 
#pkts fields in the data header have a different meaning 
depending on whether a packet is sent by the server or by the 
client. By making a few modifications, the communication 
could be secured by adding mechanisms for server 
authentication, data encryption and data integrity. 

 

Fig. 3. UDP/HTTP client server interfaces. 

 

Fig. 4. Data header format. 

IV. DESIGN 

By using a UDP-based protocol to support HTTP data 
exchange on a bare machine, many aspects of the design are 
simplified. In addition, the implementation is simpler, and it is 
much easier to debug the application since there is less code. 
Some key protocol design details for the client and server are 
given below. The significant reduction in code size as compared 
to the TCP implementation in [1] is primarily due to the 
simplicity of the new design.  

A. Server Design 

For a given Web site, there can be several locally resident 
files that may be static or dynamic. This paper only focusses on 
static file handling.  

a) Resource Files:  For a given Web server, its resource 
files are known in advance. This implies that the file sizes and 
packet lengths in the Ethernet packets are also known. Using 
this information, we divided resource files into packets based 

on the packet size limits (e.g. 1460 bytes) and calculated the 
number of packets needed for each resource file. As bare 
machines use real memory, the resource file addresses are also 
known prior to sending data to a client. This information along 
with other relevant details are stored at the server. When the 
client’s GET request is received, the server forms the data 
header (this is possible because the values for size and #pkts are 
known). Since there are no sequence numbers and ack numbers 
in this design, the preformed data packets are ready to be sent 
except for the request id, which is inserted in the packet for a 
given request before sending the packet. This design enables 
the complexity in the TCP-based design to be avoided and 
makes the coding simpler. It also improves the performance. 

b) Data Structures: Fig. 5 shows the client record needed 
for storing the state of a client request in the server. All the 
fields shown here are used to track the state of the request, the 
client parameters and the data received from the client in the 
GET request. Since indexing is used, it is also not necessary to 
search for a request. As shown in Fig. 6, a client’s list is defined 
with the size n (e.g. 4000), where the list consists of 0 to n-1 
client records. The index for this list is based on the request id. 
Thus, n request id’s are stored in the bare machine stack during 
initialization. When a new client request arrives, the stack is 
popped, providing the request id for a given request. When the 
request is completed, the request id is pushed on the stack. 
When the stack becomes empty, the capacity of the server is 
reached. In this paper, we do not discuss approaches to extend 
capacity limits (which can be based on CPU utilization and load 
balancing strategies). 

c) Process Model: The process model is much simpler 
than in Fig. 2 since there is no need to create an individual 
HTTP task for a given request. In the new UDP-based protocol 
design, the Main task does all the work and Rcv task is replaced 
by a Rcv Call() function. 

 

 

Fig. 5. Client record. 

 



d) Peeking the Ethernet Buffers:  In a bare machine, the 
Ethernet driver is part of the application, and full access to the 
Ethernet driver API is available at the application level. There 
are two circular lists in the device driver, consisting of 4096 or 
8192 descriptors for the gigabit Intel GB Ethernet controller or 
card. Each descriptor has status and control information 
consisting of 16 bytes. The communication between hardware 
and software is achieved through these descriptors. The status 
bit in the descriptor indicates whether a packet arrived or has 
been transmitted, and peeking of this bit is done in the Main 
task. If the incoming packet is for a GET request, the client’s 
stack is popped for the request id. For other requests, the request 
id is in the data header. When a packet arrives, the Main task 
calls Rcv Call() as noted earlier. 

Fig. 6.     Client’s list and Stack. 

e) Control Flow: Fig. 7 shows the control flow. From the 
Main task, the RDescDone bit is checked in the RDL which 
signals packet arrival in the Ethernet receive buffer. The 
RcvCall() function is then called and appropriate actions are 
taken depending on the type of the packet, which is given by 
the rtype value. When a GET request is received, a new request 
id is generated and the status is updated in the client’s list. Next, 
the IP Handler and UDP handler are called to process the IP and 
UDP headers in the packet. When the GETACK and the Data 
are sent back to the client, the status in the server is updated. If 
the packet arrived is ACK, then the Client’s list is updated 
accordingly. If the packet is LASTACK, it signals the end of 
the request, and the request is removed in the client’s list. 

B. Client Design 

The design of the original bare machine TCP Web client is 
modified to obtain the corresponding UDP client. The data 
structures used are the same as for the server design detailed in 
Section A above. A GET request is formed with the desired 
request rate (in requests/sec) and the client’s list is updated. 
There is no peeking done in the client as it depends on the server 
to send packets and processes them as they come in. Fig. 8 shows  

 

Fig. 7. Server control flow. 

 

Fig. 8 Client control flow. 

the control flow for the client. The client sends the GET request 
and updates its state and the client’s list. After sending the GET 
request, it waits for the GETACK and data to arrive. When all 



the data has arrived, it sends the LASTACK indicating that it 
has received all the data and finally deletes its client’s list entry. 

V. IMPLEMENTATION 

The Web server and Web client were implemented using 
C++ and a small piece of code in assembly. The code sizes of 
important components are shown in Table I. A code snippet is 
shown in Fig. 9. The Ethernet driver object EO is called to peek 
into the status bit and check for an arrived packet. 

A. Server Implementation 

This section describes the control flow of the 
implementation in step-by-step function calls. The control 
flow-chart shown in Fig. 7 provides a high-level view of this 
implementation. The first step is to peek the Ethernet buffer 
status to check if a packet arrived and set the r-type. If a packet 
is received, it is copied into the client’s list. This method 
requires access to the Ethernet receive buffer and peeking the 
the status bit. If peeking is successful, the OUT pointer for the 
Ethernet buffer circular list is incremented.  

TABLE I.  SIZES OF IMPORTANT CODE COMPONENTS.  

 

 
The code flow shows the sequence of actions after peeking the 
packet status. The code illustrates the simplicity of the bare 
machine design and the ability of the application to directly 
communicate with the hardware. Except for the application, 
there is no additional software or any form of middleware or 
OS running in the bare machine. 

B. Client Implementation 

The client implementation is very similar to that of the 
server. It is also written in C++ using the direct bare machine 
hardware interfaces. The client code does not currently have any 
graphics i.e. the user interface is text only. In future, the text-
only browser [17] can be enhanced to include a graphical 
interface and integrated with this client implementation. 

VI. TESTING AND EVALUATION 

The implementation was tested with a gigabit Ethernet switch 
and a pair of Dell Optiplex 9010 computers to run the BMC 
Web server and client in a laboratory environment. The packets 
sent during communication between the client and server  

 
Fig. 9. Code snippets for Ethernet driver. 

captured by Wireshark (using an additional Windows PC) 
are shown in Fig. 10. 

The TCP-based implementation [1] achieved 8400 
requests/sec in a multicore architecture with 4 cores for the 
server and 3 clients using a resource file size of 4000 bytes. For 
the same resource file with the same configuration, the request 
rate for the UDP-based implementation using a single core was 
13000 requests/sec. The time taken for a typical request using 

Component  Code Size 

Server.exe 268 KB 

Client .exe 114 KB 

MainTask 409 lines 

RcvCall() 175 lines 

IPObj 564 lines 

UDPObj 449 lines 

EtherObjRcv 2876 lines 

EtherObjSend 2610  Lines 

rtype = EO.isRDescDone(bcoreid, takeget, &pktsize, 
&preqid); 
//the above function peeks for status bit, if packet arrived, 
// it copies the data into a buffer, it does stk.pop(&reqid)  
//and increments the circular list OUTPTR  

if (rtype == 1 || rtype == 2)     
   // Rcv Call function  
 RcvCall(preqid, pktsize, rtype); 

    retcode = ip.IPHandler(reqid, dptr, pktsize-14, macaddr,    
starttime, rtype);   

//IPHandler calls  
  retcode=udp.UDPHandler(reqid, 
&IPPack[HeaderLength],(TotalLength-
HeaderLength),&IPPack[12],&IPPack[16],protocol, macaddr, 
currenttask); 
//UDPHandler calls  

retcode = processUDPRequest(reqid, &UDPPack[8], 
DestPort, Size, SourceIP, dmac, currenttask); 
//processUDP Request has the following logic.  

if (UDPPack[0] == 'G' && UDPPack[1] == 'E' && 
UDPPack[2] == 'T' && rtype == 1) 

{ 
  if (llist0.full() == 0 && stk.empty() == 0) //stack has    the 

indexes  
 { 
        retcode = llist0.insertGET (reqid, coreid, dip, dmac, 
dport, UDPPack, psize); 

 retcode = processHTTPRequest (reqid, coreid, UDPPack, 
dport, psize, dip, dmac);   
} 
       else  

{   
   //error 

          } 
 } 

else if (rtype == 2)  
 { 
     //we get ACK or LAST ACK from the client  
     io.AOAExtractDataHeader(UDPPack,&reqid,   
    &coreid, &totsize, &nopkts);  

         if ((totsize == llist0.getTotSize(reqid)) && dport == 
                llist0.getDport(reqid))  

     { 
         llist0.deleteEntry(reqid);  
         if (stk.full() == 0)  

stk.push(reqid);  



UDP was 0.323 milliseconds as seen in Fig. 10 compared to 
more than 4 milliseconds using TCP. 

 
Fig. 10. Packets exchanged by client and server. 

VII. CONCLUSION 

We described a simple protocol for communication between 
a bare machine Web server and client that use HTTP over UDP 
instead of TCP. The HTTP and UDP protocols are integrated in 
the application. Reliability of data transfer was guaranteed 
without incurring TCP overhead at the protocol level. Interesting 
design features include peeking Ethernet buffers, indexing-
based data structures, ability of the application to directly 
communicate with the hardware, simplicity, small code sizes, 
and elimination of OS-related security vulnerabilities. A similar 
approach can be used to convert other TCP-based bare machine 
applications to run on UDP. A similar approach can also be used 
to implement protocols such as QUIC without any OS or kernel 
running in the machine. Future work includes extending this 
design to run on multiple cores and investigating issues related 
to concurrency control and shared memory multiprocessing. 
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